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1 Introduction to Electronic Data Transfer

1.1 What is Electronic Data Transfer?

Electronic Data Transfer (EDT) is the term used to describe transferring electronic data
(files) between two computers. More specifically in this application it is the transfer of
data between a school and the LEA.

Hopefully everyone has now become accustomed to the Learning Services IT web site,
and the facilities it provides for downloading information. Furthermore all schools
should be familiar with the DfES web site and its functionality that allows schools to
upload common transfer files.

Learning Services IT have brought together these type of functions, to an area of the
existing web site. Providing a two way data transfer facility. You can download data
from the web site, or you can upload your data to the web site.

1.2 Security Principles

Overview

Due to the nature of the information that is transferred between the two
establishments and the requirements outlined in the Data Protection Act of 1998 it is
the responsibility of Learning Services IT to protect relevant electronic data from:

Data modification during transfer;
Interception, viewing, or copying if intercepted;
Being accessed by unauthenticated/unauthorised parties.

The implemented solution makes use of a technology that is used across the globe.
You may have already used of this technology if you have signed up for internet
banking or made purchases online.

Technical Details

Data security at the server level will be maintained through the use of Windows NTFS
directory security permissions, with website security being maintained through

The use of Microsoft® Internet Information Services v6 Secure Sockets Layer (SSL)
Use of a Public Key Infrastructure (PKI) involving the controlled issue of digital
certificates allowing access to the secure site to be restricted to authorised users only.

SSL provides a secure communications channel to prevent the interception of critical
information, while PKI provides a method of verifying and authenticating the validity
of each party involved in the electronic transaction.
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1.3 About Certificates

The certificates that allow authentication should have already been installed by
Learning Services IT personnel. During which time you should have received a basic
demonstration as to how the secure area of the site functions. When you enter a
secure area of the site you will be prompted for your certificate through a window as
shown below:

Client Authentication 7] x|

— |dentification

& The "web zite you want o view requests identification.

Select the certificate to uge when connecting.

;& delaide Primary S choal

More Infa... | "iiEt Eertificate...l

] 4 I Cancel |

All you need to do when prompted is highlight the school name and click OK.

1.4 The Benefits of the System

It was noted in point 113 of the LEA’s Ofsted inspection report of January 2003 that
“pupil-level data and transfer information is handled using diskettes” — this has been
long regarded as an unsatisfactory system by Learning Services IT and schools alike.

The system provides a number of advantages over the methods adopted in the past.
Generally they are relating to speed, security and ease of use. Specifically they are as
follows:

e The use of floppy disks was unreliable as data would occasionally be corruped

e The capacity of a floppy disk is no longer sufficient for many applications

e Microsoft has already hinted that their next operating system will not support
floppy disks
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e It takes time for a floppy disk to be posted between establishments, which
rapidly becomes an issue if the data received has been corrupted and has to be
requested again

e Floppy disks can be lost in the post

e The use of email does not necessarily meet the security requirements of
sensitive data under normal use

This addition to the service is not just for Learning Services IT, it is designed to be
used by other sections of the LEA allowing sensitive data to be transferred more
securely than via email.

2 Using Electronic Data Transfer

2.1 How to Upload Files

Uploading files is the process of sending data from the school to the LEA.

Navigate your browser to www.hullictlea.com and click [Enter as Guest] on the login
screen. Click on the [Secure EDT] button which is near the top of the screen and on
the next page you will find a link to the Upload Area as shown below:

Click the link shown above and you will be presented with the following window:

Client Authentication ed |

— |dentification

The %eb site vou want to view requests identification.
Select the certificate to use when connecting.

More Infa... | Wi Eertificate...l

(] I Cancel |

With your school name highlighted, click OK.
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The web page displayed will contain two sections of interest:

.i-.) File Uploader

To upload a file to the LEA please dick the [browse] button and select the fila vyou wish to upload, ©nce the file has been
selected then dick the [upload] button to transfer the file to the LEA,

Browse... |
Upload |

,:l.) Previously Uploaded Files

The following iz a list of files which have bean uploaded to the LEA by vour establizhrnent.

File Marme Date Uploaded
Guests,xlz 0470972003 13:41:46
1 fitafs)

The ‘File Uploader’ section provides the functionality to upload the files. The
‘Previously Uploaded Files’ section shows a list of files previously uploaded by your
establishment. These will remain in the list until removed by LEA personnel.

Click [Browse] to locate the file you wish to upload.

The following window will be opened. Navigate to the file (usually in the SIMS folder
under LEA > Outbox), highlight it and click open:

2| xI
Laak jn: Ia Outbos j e i

File name: |5101234 mis =l Open

Files of tpe: I,-i'-.ll Files [*.7] j Cancel |
P
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The ‘File Uploader’ area of the web page will display the path and filename of the
selected file as shown below.

jr“l File Uploader

To upload a file to the LEA please dick the [browse] button and select the file you wish to upload, Once
the file has been selected then click the [upload] buttan to transfer the file to the LEA,

IS:"-,Sims"-,LEA\Outh)dﬂD1234.mts| Browse... |
Upload

Simply click the Upload button, and after a short period, you should see a message
stating that the ‘Upload was successful’ and with a link to refresh the list of uploaded
files.

2.2 How to Download Files

Downloading files is the process of retrieving data from the LEA and saving it locally at
the school.

Navigate your browser to www.hullictlea.com and click [Enter as Guest] on the login
screen. Click on the [Secure EDT] button which is near the top of the screen and on
the next page you will find a link to the Download Area as shown below:

Click the link shown above and you will be presented with the following window:

Client Authentication 2=l

r— ldentification

The *eb site you want to view requests identification.
Select the certificate to uze when connecting.

More Info... | Wiew Eertificate...l

(1]8 I Cancel |

With your school name highlighted, click OK.
Ref: EDT V1.2 8
01/10/2003


http://www.hullictlea.com/

The files that are made available to download are sectioned as shown below. Simply
‘right-click’ on the file you want and choose 'Save Target As...". Browse to the location
required and click 'Save'.

_ir) Files from the LEA for Adelaide Primary

Balow iz a list of files for you to download, Please click on the filenarmme and choose "save' on the dialogue box which
appears.

File Marme Crate Uploaded
Pertiurn 2 and above. xls 0S/08/2003 12:15:08
Perncte Software.=ls 0S5/08/20032 12:15:09
2 fitaf’s)

_ir) Files from the LEA for establishments of type PHmary

Below iz a list of files for yaur esthlishrnent type (Primary]) to download, Please click an the filename and choose 'save’ on
the dialogue box which appears,

File Marme Cate Uploaded
[Z] Mew Micrazoft Publizhar 04/0%/2003
Docurnent.pub 11:20051

1 filafs)

:I|J Files from the LEA for all establishments

Below iz a list of files for all establishments to download, Please click on the filename and choose 'save' on the dialogue
box which appears,

File Marne Date Uploaded
B Mew Microsoft Word 04/09/200%
Cocurmnent. doc 11:13:24

1 Filefs)

2.3 Troubleshooting Issues with EDT

The following steps should help you resolve any issues relating to the uploading of
files using secure electronic data transfer on www.hullictlea.com.

If a file upload to the LEA is successful, a message to that effect will be displayed in
place of the upload text box and upload button. However, an issue with the upload
process has been identified which results in the centre of the upload page returning a
blank screen. The following resolution has worked in the vast majority of cases in
which this issue has arisen.
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Step One:
Run "Internet Explorer” and choose "Tools" > "Internet Options".

2} Site Login - Microsoft Internet Explorer

File Edit Miew Favarites BREH

- — | Mail and Hews
</ \ﬂ Svnchronize. . .

Windows Update

Address @ bkt e, Bllickle) -
[ ' Windows Messenger
Show Related Links

Step Two:
On the internet options window General tab. Click the [Delete Files] button.

Internet Options

General | S ecurity || Frivacy | Content || Connections | Programs | Advanced |

Home page
% Yau can chanage which page to uze for your hame page.

Address: | http: f fvavae hullictlea, comyf |

[ I1ze Current ] [ Uze Default ] [ I1ze Blank ]

Temporary [ntemet filez

o Pages wou view on the Internet are stared in a special folder
& ¥ for quick viewing later,

[Delete I:-:u:k_ies...] [ Delete Files... ] [ Settings...

Higtary

The Higtor folder containz links to pages vou've wizited, for
quick access o recently viewed pages.

Days to keep pages in histony: |2EI % || Clear History |

[ Caolors... ] [ Fonts. .. ] [ Languages... ] [.ﬁ.ccgssil:uility...]

[ Ok, H Cancel ] Anply
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Step Three:
Tick the "Delete all offline content” tick-box and the click the [Yes] button.

Delete Files &|

"'_., Delete all files in the Temporary Internet Files
£ vou can also delete Al wour offline content stored
locally,

Delete all affline content

OF, | [ Cancel

Step Four:
On the internet options window General tab. Click the [Clear History] button as you
did for [Delete Files] then on the window which appears click the [Yes] button.

Internet Options

Step Five: (Note: This only applies to Windows XP users)
Click on the Content tab. Click the [Clear SSL State] button.

Certifizates
% Ilze certifizates to pozitively identify voursell, certification
@l authorities, and publishers.

[ Clear S50 State ] [ LCertificates... ] [ Publizhers...

pnr@nn.:d il"lFl'"I'ﬁFlHl'ih

Step Six:
You should close and reopen Internet Explorer before attempting to upload another
file.
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